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OUTLINE OF TALK ON GLOBAL STRUCTURE IN WiB 

1 ' - MAY. 1951" 



These views took shape at | | only the day before I 

left. They have not been discuss ed with t he Services and mus t not be 
regarded as the official views of I l t nuch less those of l 

They deal only with sane fundamental principles as a basis fren which 
British thinking will now proceed. 

2. Whether we like it or lunp it N.A.T.O. nakes sene co-operation 

m Sigint with other N.A.T.O. powers inescapable. Indeed, sone such 
co-opcration nay well be essential for the" effective functioning of the 
N.ii. -T.0. conriands. Furtherrinre the a ewirity risks could be reduced 
by insisting on the adoption of | I mninun security precautions, For the 

purposes of this co-opeiation Sxgmt should be sharply divided into 
two low- grade and high-grade. In sone ways this division will be 

expensive and m sone ways inefficient but we believe it to be unavoi dable. 
It will be basic to this co-operation with N.A .T.O. p owers that U.S. -I j 
relations should continue to be founded on the I l Agreenent. 



relations should continue to be founded on the| |Agreenent. 

3. ^ By low-grade and high-grade we nean respectively those tacks 

which can be successfully exploited by the resources of field organisations 

and those whose successful exploitation requires the nuch greater and 

nore highly qualified resources of a National Centre (A.F.S.iu or| )< 

ft is not necessary to be nore precise at this stage. In the event, 

this rather vague dividing line rail not be difficult to draw generally 
speaking field organisations will not fritter away their resources on tasks 
which can offer then no return, and if, exceptionally, they do, corrective 
i measures can be found. For convenience in this context let us call 
low-grade^ *Y* and hirh^-grade, ’Sigint*, 

4. In *Y* there should be whatever co-operetion with other N.A.T.O. 
powers the mlitary situation demands* In Sigint; co-operation should be 
lirated to disscmnation according to strict need in sone disguised fom. 
Let us take ’Y* first, 

5. For smplicity in illustration I propose to take a purely 

amy comm and structure of three le vels and of three nationalities - one 
U.S. , one lamy with, the apprepriate international 

High CorriaTTaj me principles Would. apply to other axned forces, to nore 
or fewer levels, and to nore nationalities. 

6. Each Corps would have a ’Y’ Unit under its command, intercepting 
and processing for and disseminating tc the Corps H.Q. Each Amy would 
similarly ha^e a larger ’ Y* Unit under its command, performing the sane 
service for the Army H. r „. but also getting back as necessary traffic and 
material from the Corps Units, co-ordinating and studying the whole, and 
feeding back to these latter Units technical help such as callsign and 
crypt recoveries etc. At both levels these units would be national and 
ncno-service. 
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7, With the High Connand there would he a *Y* Centre, intercepting 

arid processing for and dissemnatmg to the H.C,. but also, again, and 
probably cs its prmary function getting back as necessary traffic and 
material fron ijie f orwp rd Units, co-ordinating and studying the -whole, 
and feeding forward technical help. In certain circumstances the *Y* Centre 
nijht rely entirely on the forward units for the interception of traffic. 
There would be provision for co-operation between ' Y* Centres in 
different theatres, either direct or through National Centres, The 'Y* 
Centre \ culd be international and night be inter-service (including 
navel and air force elements as well as amy), It would be subordinate 
to the High Connand in the area (not to A.F.S.A. or | Q , At 

this level there would probably also be a * Y* C amir tee, international 
and inter-service, and including representatives of the National Sigint 
authorities concerned, for the purpose of co-ordinating 'I* activities 
m the area. 



m < 



8 , 

A.F.S.A., 

these 'Y* 



Behind these 



*Y* Centres there would be the National Centres - 
counterpart. Their function towards 
technical help fron their wider 



cs ntr gs w duia oe - e na t or 

recouyces and studies, like the help fed forward by the 'Y' C e ntres 
themselves to ’Y' Urits, For this purpose the National Centres should 
have the ri Jit to have sent back from all theatres whatever raif traffic 
and other material they require, 

9, There remains one possible link in the 'Y* oham - a N.A.T.O. 

*Y* Board for the coordination of ’Y 1 m all theatres, presumably 
located with the Standing Grcup lh Washington (to becuae Ccnbmed Chiefs 
of Staff). 



In Sigint, full U.S. -I [collaboration as at present is 

In regard to other N.A. T.u, powers, howfever, it is proposed. 



10 , 

assumed, 

as has been said, that collaboration should be limited to dissemination 
according to strict need m a disguised foxn,and that the processes of 
production should remain national secrets, Additionally, there would 
be arrannenents for supplying undisguised Sigint' to the N.A.T.O. Commands 
on a | | eyes only" basis. So vast are the resources likely to be 

necessary for successful exploitation of Sigint that the comparatively 
puny resources of o ther N.A. T.O. powers are unlikely to have a quid pro quo 
to offer for U.S, - I ~| secrets, and pressure for such an exchange 

should be resisted. It has — however, to be borne m mind that the 
•pressure op behalf of is a member of the Standing Group (t® become 

night conceivably be beyond successful resistance. Where 
justinea, there night be limited co-o peration with other National Centres 
m the collection of raw traffic fe.q. l D . W 

11, It is to be hoped that m the interests of the best overall 

effort, U.S. and | | agencies will cut out unnecessary duplication 

both m production and dissemina tion tha t, as last time, «.,F. S.A. will 

concentrate on certairi tasks and | | on others, and that U.S, and 



agencies will in certain cases do the dissemination to the forces 
of the other, Sigint would be disseminated to intelligence staffs through 
GCU’s or SSO’ s on similar lines to last time. It is hoped that ther e 



would bo a free exchange of personnel between ^.F. S.A. and| 
scheme of things, ; 
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12, There night he a need for forward Sigmt processing centres 

for certain tasks for exanple if there were a task smile r to the old 
Longfellow, which would present an impossible problem if all traffic 
had to he transmitted hack to the National Centre, Such a forward 
centre wo uld he a subordinate agency of the National Centre A. or 

I ~D and he directed by its parent, 

13, It is to he expected that information of technical value to 
*Y* Centres would become available from Sigmt, e.g. callsign rotas, 

keys etc # Within limits and subject to satisfactory safeguards, this should 
he sent to the 'Y* Centres without disclosure of the source by the 
National Centre concerned or possibly by its forward subordinate agency# 
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OUTLINE OF T AIK ON GLOBAL STRUCTURE IN \\h R 
Ig | | AT iL.F.S.A. - Khl. 1951. 

These views took shape at| | only the day before I 

left. They have not been discuss ed with t he Services and mus t not be 
regarded as the official views of [ mch less those of 

They dea l only mth sone fundamental principles as a basis fron which 
; thinking will now proceed, 

2, Whether we like it or lunp it N.A.T.O. makes seme co-operation 
m Sigint with other N.A.T.O. powers inescapable. Indeed, sone such 
co- operation nay well be essential for the effective functioning of the 
N.A.T.O. commands. Furthermore , the s ecurity risks could be reduced 

by insisting on the adoption of f 1 ninonun security precautions. For the 
purposes cf this co-operation Sigint should be sharply divided into 
two low-grade end high-grade. In sone ways this division mil be 
expensive and m sone ways inefficient but we believe it to be unavoid able. 
It mil be basic to this co-operation with N.a. T.O, powers that U,S. -n 
relations should continue to be founded on the I I A. rtreenent . 

3, By lov-^rade and high- grade we mean respectively those tacks 
which can be successfully exploited by the resources of field organisations 
and those whose successful exploitation requires the nuch greater and 

nore highly qualified resources of a National Centre (A.F.S.ii. or )• 

It is not necessrry to be nore precise at this stage. Jn the events 
this rather vague dividing line will not be difficult to draw generally 
speaking field organisations mil not fritter away their resources on tasks 
which can offer then no return, and if, exceptionally, they do, corrective 
measures can be found. For convenience m this context let us call 
loii -grade *Y* and high-grade 'Sigint', 

4, In *Y' there should be whatever co-operation with other N.A.T.0, 
powers the military situation demands# In Sigint co-operrticn should be 
limited to dissemination according to strict need m seme disguised form. 

Let us take *Y’ first, 

5, For simplicity m illustration I propose to take a purely 

army command structure of three le vels and of three nationalities - one 
U.S, , one] land one amy with the appropriate international 

High Comnandi TTTe pnnoi ^xuu — »»— aid apply to other armed forces, to more 
or fewer levels, and to nore nationalities. 

6, Each Corps Would have a 'Y' Unit under its command, intercepting 
and processing for and disseminating to the Corps H.Q. Each Amy would 
similarly havre a larger 'Y' Unit under its command, performing the sane 
service for the amy H. f „, but also getting back as necessary traffic and 
material from the Corps Units, co-ordinating and studying the whole, and 
feeding back to these latter Units technical help such as callsign and 
crypt recoveries etc, a t both levels these units would be national and 

n ■'no- s ervi cc , 
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7. \vith the Hi^h. Connand there would he a *Y* Centre, intercepting 

and processing for and disseninatmg tc the H. ( „« "but also, again, and 
probably os its primary function getting back as necessary traffic and 
material fren the forward Units, co-ordinating and studying the whole, 
and feeding forward technical help. In certain circumstances the *Y* Centre 
mj.it rely entirely on the forward units for the interception of traffic* 
There would be provision for co-uperation between ‘Y 1 



Centres 



Centres. The 'Y 1 
(including 

naval and pir force elements as well as amy). It y^uld be s ubordinate 

. ^ 



different theatres, either direct or through Notional C 
Centre ^ culd be international and night be lnter-servie 



m 



to the Hi£h Connand m the area (not to A.F.S.A. orjj 



National Sigint 
*Y' activities 



this level there wculd probably also be a ' Y' C anrnttee, international 
and mter-servace, and including representatives of the 
authorities concerned, for the purpose of oo-ordinating 
m the area, 

8 * 

A F.S.A., 



Behind t 


hese 'Y 1 


Centres 




and the] 
w^uld be 


X,LU± G UI 


Centres 



counterpart. Their function towards 
technical help fron their wider 
recources and studios, like the help fed forward hy the 'Y 1 C e ntres 
themselves to 'Y 1 Urits. For this purpose the National Centres should 
have the right to have sent hack from all theatres whatever raw traffic 
and other material they require. 

9. There remains one possible link in the 'Y* chain - a N A.T.O. 

*Y* Board for the co-ordination of *Y* m all theatres, presumably 
located with the Standing Gr'up m Vashington (to become Combined Chiefs 
of Staff). 



10 . 

assumed. 



In Sigint, full U.S. - 



collaboration as at present is 



In regard to other N.A.T.0, powers, however, it is proposed, 
as has been said, that collaboration should be limited to dissemination 
according to strict need in a disguised fondant 1 that the processes of 
production should 1 remain national secrets, Additionally, there would 
be a rrangeme nts for supplying undisguised Sigint to the N.A.T.0, Connands 

on a| |eyes only" basis. So vast are the resources likely to be 

necessary for successful exploitation of Sigint that the comparatively 
puny resources of o ther N.y. T. 0. powers are unlikely to have a quid pro quo 
to offer for U.S. - 
should be resisted?. 



secrets, and pressure for such an exchange 

It has, however, to be borne in mnd that the 
pressure on behalf cf£ ^as a member of the Standing Group (to become 



P, might conceivably be beyond successful resistance, \fhere 



justified, there night be limited co-operation with other 
m the collection of raw traffic (e.g^ j). 



National Centres 



11 . 



It is to be hop ed that m the interests of the b 



effort, U.S, and 



est overall 
duplication 
A.F.S.A. will 
on others, and that U.S. and 
the dissemination to the forces 



agencies will cut out unnecessary 
both m production and dissenna tion tha t, as last tine, 
concentr ate on certain tasks and 

"l atencies will in certain cases clo 
of the other. Sigint would be disseminated to intelligence staffs through 
GCU’s or SSO* s on similar lines to last time. It is hoped that ther e 
would be a free exchange of personnel between ^.F, S.A. and | 1 m this 

scheme of things. 
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12, There night he a need for forward Sigmt processing centres 
for certain tasks - for example if there were a task similar to the old 
Longfellow, which would present an impossible problem if all traffic 
had to be transmitted back to the National Centre, Such a forward 
centre w ould bo a subordinate agency of the National Centre (i*.F. S.A. or 

) and be directed by its parent, 

13, It is to be expected that information of technical value to 
1 Y' Centres would become available from Sigint, e,g, callsign rotas, 

keys etc. Within limits and subject to satisfactory safeguards, this should 
be sent to the ’Y‘ Centres without disclosure of the source by the 
National Centre concerned or possibly by its forward subordinate agency. 
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